GravityZone GravityZone

GravityZone Suite

MANAGEMENT OPTIONS 21n1 nirinwan

¥ Automatic Disinfection and Removal

V HyperDetect™ (Tunable Machine Learning)

¥ Security for physical and virtual endpoints

Business Security Advanced GravityZone Elite Ultra Plus
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SECURITY TECHNOLOGIES NNLAN NI'AI7122D
PREVENTION MODULES nv'In
v v v v ¥ Local and Cloud Machine Learning
v v v v ¥ Advanced Anti-Exploit
v v v v
v v v v ¥ Network Attack Defense
v v v V Fileless Attacks Defense
v v
v v ¥ Sandbox Analyzer
DETECTION AND RESPONSE MODULES nlIani 'In't
v v v v ¥ Process Inspector
« (Prem Only) + (Prem Only) « (Prem Only) ' (Prem Only) ¥ Ransomware Mitigation
v v ¥ Incident Visualization
v v ¥ Root Cause Analysis
v ¥ Anomaly Defense
v ¥ MITRE Event Tagging
HARDENING AND RISK ANALYTICS MODULES nnwpnl 0'212'0 NNt
« (Cloud Only) « (Cloud Only) + (Cloud Only) + (Cloud Only) ¥ Endpoint Risk Analytics
v v v v ¥ Web Threat Protection
v v v v ¥ Device Control
v v v v ¥ Application Control (Blacklisting)
+ (Prem Only) + (Prem Only) V Application Control (Whitelisting)
v v v v ¥ Firewall
TYPES OF ENDPOINTS PROTECTED nXpn NTIp1 AlD
v v v v
v v v v

+/ (On-Prem Only) + (On-Prem Only) + (On-Prem Only)

V¥ Server security with Smart Centralized Scanning

V¥ Mobile Devices

v v v ¥ Microsoft® Exchange
Available with the NTSA  Available with the NTSA Available with the NTSA X
product product product i V loT Devices
EXTEND SECURITY WITH COMPATILE PRODUCTS NNDLANN NANIN? NIQDI] NI'NAIN
AVAILABLE ADD ONS
v v v v ¥ Email Security
v v v v ¥ Patch Management
v v v v ¥ Full Disk Encryption
« (On-Prem Only) ¥ Endpoint Detection and Response Storage
COMPATIBLE PRODUCTS D'AXRIN DIXIN

+ (On-Prem Only) + (On-Prem Only) + (On-Prem Only) ¥ Hypervisor Introspection

+ (On-Prem Only) v v V¥ Security for Storage
v v v v ¥ Network Traffic Security Analytics
v v v v ¥ Advanced Threat Intelligence

v v ¥ Sandbox Analyzer On-premises

AVAILABLE SERVICES D'TNI'N D'NIN'W

+ (Cloud only)

OTHER DETAILS

Up to 30% of Devices Up to 35% of Devices Up to 35% of Devices

Can Be Servers Can Be Servers Can Be Servers Can Be Servers

Up to 35% of Devices

¥ Managed Detection and Response Service Pack




